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The War in Space Has Already Begun

Jeff Kueter, President
George Marshall Institute

The revelation in Defense News (“China Tried to Blind U.S. Sats with Laser,”
September 25, 2006) that China has been conducting tests over the past several
years designed to blind U.S. satellites should serve as a wake-up call to the Ameri-
can public and the national security establishment. If there ever were questions
about whether future adversaries would use space as a battleground, they are now
clearly settled.

By virtue of the words of their strategic thinkers and now their very actions, the
Chinese recognize that space-based assets are keys to American military might and
are now actively pursuing and using the means to threaten or disable those assets.

Why is Space Important to the U.S.?

“Space capabilities are inextricably woven into the fabric of American security,
scientific, and economic activities,” Lieutenant General C. Robert Kehler, the Deputy
Commander of U.S. Strategic Command, told the House Strategic Forces Subcommittee
on June 21." Space-based assets have altered the way the U.S. conducts conventional
warfare on land, on sea, and in the air. Today’s space systems fill (1) environmental
monitoring; (2) communications; (3) position, navigation, and timing; (4) integrated
tactical warning and attack assessment; and (5) intelligence, surveillance, and
reconnaissance missions.” These missions are integral to a new American way of
warfare. This “way of warfare” requires less manpower, puts fewer U.S. forces in
harm’s way, and integrates all of these space-based missions into real-time boots on
the ground and stand-off precision strike operations.

In short, the U.S. has essentially fused its land-based conventional power pro-
jection capabilities with its space-based communications, navigation and reconnais-
sance capabilities. This new system of operations and enhanced capabilities is known
by some as a space-enabled reconnaissance strike complex. In 1991, during the first
Gulf Wwar, millions tuned into their televisions daily and were wowed by the
capabilities of U.S. precision-guided weaponry; a phenomena dubbed the CNN effect
by political scientists, and yet didn't realize that that class of weapon accounted for
just 8 percent of the munitions used. The effect on public and international percep-
tions was dramatic and their expectations for the future of American warfare have
largely been fulfilled. By 2003, when we returned to Iraq, 68% of the munitions used
in the 29-days of official operations were precision guided.

Many of the assets on which the U.S. military relies, particularly in the com-
munications sector, are owned by commercial firms. During Operation Iraqi Freedom,
for example, up to 80% of the bandwidth used by the U.S. military was provided by
commercial systems. These systems are expensive and replicating them as defense-
only assets would be very costly. So, for justifiable economic reasons, we have
chosen dependency on commercial firms to provide essential national security
functions.

Most significantly from a strategic stability perspective, the purpose and function
of space assets has changed. Space-based reconnaissance, which was the principal
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national security function of space for nearly
all of the Cold War, brought a degree of
transparency to the U.S.-Soviet balance of
terror. Under the prevailing doctrines of
massive retaliation and mutually assured
destruction, the ability to detect the oppo-
nent’'s missile launches quickly ensured that
either side could launch its own missiles before
they were destroyed, thus precluding the
possibility of a winnable nuclear exchange
and therefore discouraging any launches at
all. Space reconnaissance was a stabilizing
force. Each superpower knew what the other
was doing.

The new uses of space represent funda-
mental changes in the functions and roles of
space systems. Space assets no longer just tell
us where people are and what they are doing;
they are integrated with the weapon systems
used to target and destroy. They are part of the
weapon system, and not an insignificant part at
that. Used in this fashion, they are attractive
targets for a future adversary.

Military thinkers around the world appre-
ciate the new challenges they face and are
beginning to think openly about how to
confront them. Recent analyses of Chinese
strategic thinking, for example, suggest a
detailed understanding of the significance of
denying the information provided by space
assets in any future conflict.® In future conflict,
these writings suggest China will seek to
exploit space to its own advantage and deny its
use to her adversaries. Chinese strategic
writers focus on ways to physically destroy
satellites as well as denying or disrupting their
use by blinding or jamming them. We now
know the pursuit of this strategy is more than
hypothetical. The threat is real and it will only
get worse.

This means that our existing set of space
assets are weapons. We look at them that way
and prospective adversaries look at them that
way. The tired debates about the militarization
and weaponization of space that produced so
much angst during the Cold War are over.

Should We Care About Real
Or Potential Threats In Space?

Space systems have numerous vulnerabili-
ties. These include intentional strikes mounted
against ground stations, launch systems, or
orbiting satellites. Space systems are also
vulnerable to disruption, which could disrupt or
deny their use when desired, or to actual
destruction, which might be accomplished
through an anti-satellite attack or explosion of
an electromagnetic pulse. As China has shown,
these are not hypothetical concerns.

Again, referencing Gen. Kehler's remarks to
the House, “GPS jamming has occurred as has
jamming of commercial telecommunications
satellites ... Open source reporting has cited
examples of incidents, both intentional and
unintentional, that have impacted space
capabilities ...” He concluded by saying that
“while none of these incidents proved catas-
trophic, our enemies clearly understand the
reliance we place on space capabilities and we
should expect the level and sophistication of
efforts to deny us the advantages of space to
increase in future conflicts.”

What Can We Do About It, If We Care
About These Threats?

The U.S. must come to grips with the fact
that the days of unchallenged use of space is
coming to an end. Other nations can access
space, will operate there in pursuit of their own
national interests, and are looking for ways
to gain strategic advantages. We must act
decisively to preserve our military capabilities
and the advantages we accrue from having
those capabilities.

The United States should reject any inter-
national agreement that would further restrict
the use of space to protect national security
satellites. At the same time the Chinese are
conducting laser blinding tests, diplomats are
ratcheting up their calls for a new set of treaties
and international agreements to constrain
actions in space.
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Despite our current lead in space activities,
there are serious concerns about the U.S.’s
ability to sustain the quantity and quality of
space activities. Nearly every U.S. space pro-
gram faces budget overruns and schedule
slippages, which is indicative of systemic
management concerns, changing requirements,
and the complexity of the tasks at hand.
Federal research and development in space
activities and the size of the aerospace
workforce and related academic cohort are flat
or falling, suggesting a perceived lack of
priority or faith in the future of these industries
and activities. In short, whether the innovative
capacity of the U.S. can sustain our present
advantages is open to question.

Recognition of the challenge China has put
before us provides ample warning for the
American public and its leaders to decide how
best to defend the U.S. from a war in space.
Only high-level leadership by the Adminis-
tration and the Congress, sustained commit-
ment of priority and resources, and public
recognition of the seriousness of the threat and
the importance of it, can reverse those trends.
And reversed they must be.
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